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West Yost Associates Background
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West Yost Vision
To be the leader in water in 
the West. 

West Yost Purpose
To advance water resources 
for future generations.

Water/Wastewater Focused
• 230 staff
• Operating across 19 states
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West Yost Support for USET & Members 

• 2022 Cyber-Incident Response 
Planning – Virtual Training & 
Exercising
• 2022 TUS Presenter 
• 2023 TUFF Presenter 
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Upcoming USET Virtual Cybersecurity 
Training!
Objective: Support USET Tribal Nation members to build 
capabilities to respond to a cyber-attack using 
cybersecurity and emergency preparedness best practices.

Schedule:
• Thursday, August 8th – Introduction/Govern 
• Thursday, August 22nd – Prepare/Prevent
• Thursday, August 29th – Detect
• Tuesday, September 10th – Respond
• Thursday, September 19th – Recover 
• Thursday, September 26th – Virtual Tabletop Exercise!

USET | June 2024



WEST YOST

Our Challenge 
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Oldsmar – February 2021 
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Recent Incidents in the 
Water/Wastewater Sector
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https://www.wired.com/story/cyber-army-of-russia-reborn-sandworm-us-cyberattacks/
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Regulatory Update
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Select Policy Actions
EPA Sanitary Survey Cyber Rule

EPA issued March 3, 2023
Legal challenge filed by MO, AR, IO, joined by AWWA, 
NRWA 
Nationwide injunction July 12, 2023 
Withdrawn by EPA on October 12, 2023

National Security Council Letter to Governors
Requested Governors provide a Water System Action 
Plan by June 28, 2024

AWIA §2013 round 2 pending
Enforcement action anticipated
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Key Cyber Provisions in AWIA §2013 
(SDWA §1433)
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Risk & Resilience Assessment
• Must consider cyber threats to 

the system, which includes:
• Electronic, computer, or 

other automated systems,
• Monitoring practices of the 

system, and
• Financial Infrastructure

Emergency Response Plan
• Shall include:

• Strategies and resources to 
improve the resilience of, 
physical & cybersecurity, the 
system

• Actions, procedures, and 
equipment which can obviate 
or significantly lessen the 
impact of an incident
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AWIA §2013 (SDWA §1433) Round 2
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Certify ERP within 6 months 
of RRA, but not later than:

Certify Risk & Resilience 
Assessment (RRA) by:

Community Water System 
(pop. served)*‡

September 30, 2025March 31, 2025≥ 100,000

June 30, 2026December 31, 202550,000 – 99,999

December 30, 2026June 30, 20263,300 – 49,999

* Wholesalers use population of all systems served
‡ Popula�on as of March 31, 2024
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Cyber Incident Reporting for Critical 
Infrastructure Act of 2022 (CIRCIA)

Cyber Incident Reporting Rule
Applies to CWS & POTW serving >3,300 persons
Currently open for comments, due June 3, 2024
Final rule by October 2025

Cyber Incident Reporting Requirements
Covered entities must report to CISA any covered cyber incidents within 72 hours 
from the time the entity reasonably believes the incident occurred

Ransomware Payment Reporting Requirements 
Covered entities must report to CISA within 24 hours of making any ransom 
payments made as a result of a ransomware attack
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What is a Covered Cyber-Incident?
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A covered cyber incident is a substantial cyber incident experienced by a covered entity
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• Recognizes that the U.S. “…faces an era of strategic competition with nation-state 
actors who target American critical infrastructure…”

• Focus on minimum cross-sector requirements for security and resilience 

• Expected outcomes: 
• Cross-sector Physical Security Goals 
• Additional funding for Water Sector cybersecurity improvements
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House of Representatives (H.R.) 7922

• To establish a Water Risk and Resilience 
Organization (WRRO) to develop risk 
and resilience requirements for the 
water sector.
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NERC Background 

Our mission is to assure the effective 
and efficient reduction of risks to the 

reliability and security of the [bulk 
electric] grid. 
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• 2005 – Energy Policy Act of 2005 –
Authorized the creation of an 
audited, self-regulatory Electric 
Reliability Organization.

• 2006 – NERC Certified as the 
Electric Reliability Organization for 
the U.S.

• 2008 – The first version of NERC’s 
Critical Infrastructure Protection 
(CIP) Reliability Standards approved.
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H.R. 7922
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EPA
• Oversight and approval of requirements
• Enforcement authority

WRRO
• Develop cyber requirements
• Provide accountability via periodic 

independent 3rd party audit
• Protection of sensitive information
• Sustained via utility fee

Utility
• Implement risk-based 

requirements
• SMEs support requirements

To establish a Water 
Risk and Resilience 
Organization (WRRO) 
to develop risk and 
resilience requirements 
for the water sector.
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The WRRO Will:
1. Establish cybersecurity risk and resilience requirements for water 

systems to implement.

2. Establish a schedule for implementation of cybersecurity risk and 
resilience requirements.

3. Audit implementation of cybersecurity risk and resilience requirements.

4. Levee penalties on water systems who violate cybersecurity risk and 
resilience requirements
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Resource Update 
AWWA, EPA, CISA, & INL
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AWWA Risk & Resilience Resource Suite
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Guidance 
Resources

Planning for an 
Emergency 

Drinking Water 
Supply 

(EPA/AWWA)
Selecting 

Disinfectants in 
a Security-
Conscious 

Environment

Emergency 
Power Source 
Planning for 
Water and 

Wastewater
Water Sector 

Resource 
Typing 

(AWWA/FEMA)

Cybersecurity 
Guidance & 

Use-Case Tool

ANSI/AWWA 
G430-14 
Security 

Practices for 
Operation and 
Management

ANSI/AWWA 
G440-17 

Emergency 
Preparedness 

Practices

ANSI/AWWA 
J100-10 (R13) 

Risk & 
Resilience 

Management

Operational 
Guide to 

J100

M19 
Emergency 
Planning for 
Water and 

Wastewater 
Utilities

ANSI/AWWA 
G300

Source Water 
Protection

Operational 
Guide to 
AWWA 

Standard 
G300

AWWA 
Standard

AWWA 
Manual
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AWWA Cyber Maturity Model 
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CISA Vulnerability Scanning
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https://www.cisa.gov/cyber-hygiene-services
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EPA’s Cybersecurity Resources 
• Addressing Cybersecurity in your AWIA-compliant 

Emergency Response Plan

• Cybersecurity Guidance for Drinking Water and 
Wastewater

• Cybersecurity Risk Self-Assessment/Third-Party 
Resources

• Cybersecurity Vulnerability Assessment Resources

• Technical Assistance

• Forthcoming guidance document.
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https://www.epa.gov/waterresilience/epa-cybersecurity-water-sector
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Cyber-Informed Engineering (CIE)

https://www.osti.gov/servlets/purl/1995796
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Water Booster Pump Station
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https://bmxlovesk.xyz/product_details/13200675.html
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Water Booster Pump Station
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https://bmxlovesk.xyz/product_details/13200675.html

Cloud-based 
monitoring and 

control
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Water Booster Pump Station
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https://bmxlovesk.xyz/product_details/13200675.html

Cloud-based 
monitoring and 

control

Mechanical 
Time Delay Relay
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Applying CIE to New Infrastructure 

30

CIE Engineering 
Guidelines

30% Design 
Review 

60% Design 
Review 

90% Design 
Review 

Key Concepts:
• Cyber-Enabled Failure Mode 
• Commander’s Intent 
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Cybersecurity Risk & Responsibility

• Cyber Threats are Foreseeable

• Implement Best Practices

• Demonstrate Due Diligence

• Insurance & risk transfer

• Fiduciary Responsibility

Presentation Title  |  date
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Conclusion
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No Action is No Good
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Educate staff on their role in protecting the 
mission from cyber threats

Enroll in CISA’s Vulnerability Scanning Service 
(Email CISA at vulnerability@cisa.dhs.gov)

Implement multifactor-authentication

Ensure all staff have unique usernames and 
strong passwords 

Get a .gov domain if tribal/local entity like a 
water systems (see get.gov)

Develop an Incident Response Plan
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Upcoming USET Virtual Cybersecurity 
Training!
Objective: Support USET Tribal Nation members to build 
capabilities to respond to a cyber-attack using 
cybersecurity and emergency preparedness best practices.

Schedule:
• Thursday, August 8th – Introduction/Govern 
• Thursday, August 22nd – Prepare/Prevent
• Thursday, August 29th – Detect
• Tuesday, September 10th – Respond
• Thursday, September 19th – Recover 
• Thursday, September 26th – Virtual Tabletop Exercise!
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Thank you!

Andrew Ohrt, PE, CISSP
• Resilience Practice Area Lead
• (952) 303-9905
• aohrt@westyost.com
• https://www.linkedin.com/in/andrewohrt/
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QUESTIONS


